
Getting insight into the organization and command structure of criminal networks 
to stop their criminal activities is time-consuming and normally involved more than  
one jurisdiction. 

To get actionable insights with a chain of evidence that holds up in court, a new 
approach for collecting and analyzing open-source data that can provide insight into 
the structure, behavior patterns, and flow of goods, services, and money of criminal 
organizations is needed.

Serious and organized crime has been the focus of law enforcement and due 
diligence agencies for decades. Criminal originations are well-organized, agile, 
and operate across state lines and borders. Large crime organizations, such as the 
Mafia and Mexican drug cartels, concentrate on specific types of crime, controlling 
production, supply, distribution, and revenue streams.

Getting Actionable Insights 
Into Criminal Organizations 

and Their Activities

Cobwebs Technologies is a worldwide leader in web intelligence. Our innovative solutions 
are tailored to the operational needs of national security agencies and the private sector, 
identifying threats with just one click.

Cobwebs solutions were designed by our intelligence and security experts as vital tools for 
the collection and analysis of data from all web layers: social media, open, deep and dark 
web. Our web intelligence platform monitors these vast sources of data to reveal hidden 
leads and generate insights. 

Our exclusive technology extracts targeted intelligence from big data using the latest 
machine learning algorithms, automatically generating intelligent insights.

The Russian Mob has an international 
reach and engages in various criminal 
activities, such as providing submarines 
for South American drug smuggling, 
money laundering for Mexican drug 
cartels, and cooperating with the Italian 
Mafia to control Italian agricultural 
enterprises. 

The Nigerian Scamming Rings are 
committing insurance and advance-fee 
fraud and healthcare scams that cost 
US citizens $2 a year.

THE RUSSIAN MOB 

NIGERIAN 
SCAMMING RINGS

Cobwebs Technologies

To discover how your organization can benefit
 from Cobwebs’ Web Intelligence platform 

contact us today.

www.cobwebs.com+1  212 201  9256 info@cobwebs.com

Book a Demo

The Italian mafia is comprised of the 
Sicilian Mafia (2,500 members active 
in heroin smuggling and arms dealing), 
the Camorra Mafia (7,000 members 
concentrating on money laundering 
and blackmail), the Calabrian Mafia 
(6,000 members engaging in 
kidnapping and bombings), and the 
Sacra Corona Unita (2,000 focusing on 
human trafficking and extortion). 

'La Casa Nostra'  
the American Mafia counterpart has

located in New York

80%

members

1,100

The Triad has

1,100
The Yakuza

86,000

THE ITALIAN MAFIA 

The Chinese Triad transports 80 tons 
of heroin annually, smuggles 100,000 
Chinese nationals into the US each 
year, and hosts 30 million members of 
other organized crime organizations.

THE CHINESE TRIAD

The organized drugs trade consists of 
cocaine imported from Latin America, 
cannabis produced in large-scale indoor 
and outdoor production facilities in the 
EU member states, and trafficked inside 
the EU by local criminal organizations. 

Synthetic illegal drugs are also produced 
and distributed inside the EU by  
criminal networks. 

Mobile organized crime groups 
(MOCGs) travel long distances, often 
cross-border,  to commit organized 
property crime, including burglarizing 
business premises, robbing ATM 
machines, executing fraud schemes, 
committing cargo crime, and metal theft.

Counterfeit goods are typically 
manufactured outside the EU and then 
imported for distribution. These goods 
are often imported as semi-finished 
products to lower the risk of detection. 

Apart from counterfeit goods such as 
clothing, sportswear, footwear, personal 
accessories, IPTV set-top boxes, and 
toys, counterfeit and substandard plant 
protection products have become a 
major threat.

Human trafficking is a core activity of 
serious and organized crime, especially 
in the EU. It is driven by the demand for 
sexual services and low-wage workers 
employed in manual jobs. 

Brokers recruit and advertise trafficked 
victims on online platforms as part of, 
or in cooperation with, organized crime 
organizations.

Money laundering of vast amounts of 
criminal profits has been a major problem 
for law enforcement. Professional 
money launderers operate in a parallel 
underground financial system to process 
transactions and payments to ensure that 
the criminal proceeds cannot be traced 
by the authorities. 

Criminal networks also use legitimate 
businesses and financial institutions 
to launder the profits of their criminal 
activities by investing in real estate or 
high-value projects.
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30%
of European criminal networks are 

involved in the drugs trade

68%
use basic money laundering methods 

such as investing in property or  
high-value goods

Law enforcement authorities  
in the EU seized nearly 

counterfeit items

800,000
illegal and counterfeit goods,  

among which were

Human trafficking victims have

different nationalities and hail from  
5 different continents

Manuals and tutorials on the 
production of synthetic drugs and the 

manufacturing of crude firearms or 
improvised explosives are offered and 

purchased on the dark web.

Cryptocurrencies are commonly 
used by cybercrime groups for 

their Illicit proceeds. New money 
laundering techniques often rely on 

cryptocurrencies involving  
coin swappers.

Criminal networks are trading all types 
of illicit commodities and illegal services 
online on dark web platforms, forums, 

and websites. Cybercrime services 
can be purchased by paying a user 

fee, a rental fee, or a percentage of the 
criminal profits.

Criminal networks use  
"dark web" social media and instant  

messaging services as their marketing 
or communication channels or to 

spread disinformation encourage or 
facilitate criminal activities.

GETTING ACTIONABLE INSIGHTS INTO  
CRIMINAL NETWORKS AND THEIR ACTIVITIES 

Getting actionable insights into the conduct, internal structure, and external 
relationships of criminal networks is at the core of fighting serious and organized 

crime. Due to the huge amount of open-source data that needs to be collected and 
analyzed in these types of cross-border investigations, law enforcement is using 

online tools to get actionable insights, such as digital forensics.

In their fight against serious and organized crime, law enforcement and intelligence 
agencies are opting for a user-friendly and intuitive AI-powered platform leveraging 

ML and NLP algorithms.

 This allows for searching the surface, deep and dark web as well as online 
platforms, and message boards, and all other publicly accessible web sources to 

collect and analyze data for the criminal investigation.

Utilizing WEBINT tools, a criminal 
network, its leaders, core members, 
 and associates can be visualized for  

criminal investigations.

A WEBINT platform allows investigators 
to browse the surface, deep, and dark 
web anonymously and safely to get 

critical insights in real-time.

The platform allows for  
connecting open-source information 
with real-world geospatial data for 

optimal situational awareness.

For regulatory compliance, the WEBINT 
platform will only collect and analyzing 

open-source data from the surface, 
deep, and dark web.
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Secure Online 
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The Italian Mafia, the Russian Mob, the Asian Triad & Yakuza,  
and the Nigerian scamming rings. 

Serious and organized crime is the domain of criminal networks  
that are constantly identifying and exploiting opportunities 

 to maximize their illicit profits.

CRIMINAL ACTIVITIES ARE MOVING ONLINE

Some criminal organizations engage in various types of crime;  
others concentrate on one specific criminal activity such as cybercrime or  

drugs such as the Mexican drug cartels.

Virtually all criminal activities have some online components, such as digital 
solutions for encrypted criminal communications as well as digital marketplaces, 

online forums, and specialized websites where illicit goods and services are bought 
and sold. The crime-as-a-service business model makes criminal tools and services 

available to anyone.

If we look at the most profilic organized crime organizations in the world, 
there are four most prominent in the field: 

Nigerian criminal networks are linked to

of the world’s heroin production

90%

members

members

55

28 million 

160,000  
members in Europe

70,000 
members in Italy 

40,000 
members in America 

37,000 
members in Asia 
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