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WHAT ARE DIGITAL FOOTPRINTS?

In the physical world, we all leave DNA traces and fingrints behind. Online, we also 
leave traces in the form of digital footprints that are crucial for building profiles and 
understanding the identity of threat actors. 

There is a distinction between 
electronic and digital footprints. 
An electronic footprint (or cyber 
shadow) refers only to the trail  
of a person’s web browsing  
(e.g., cookies). 
 
A digital footprint (or digital 
shadow) refers to a threat actor’s 
unique set of traceable digital 
activities/actions/communications on 
the internet and digital devices. 

In any investigation, identifying threat actors, their pattern of behavior, locations and 
connections is crucial for getting insight into the who, what, where, how and when during 
investigations. With threat actors communicating more and more online, they are leaving 
digital footprints that span multiple digital channels, devices, and data formats. 

Extracting, processing, and analyzing these masses of web data to get insight into such threat 
actors is labor-intensive and time-consuming. A WEBINT platform utilizing AI by ML and NLP 
algorithms is needed to quickly and efficiently de-anonymize them for taking action. But also 
threat actors themselves use digital footprints to hack threat actors or organizations, which 
forces organizations to take security measures, such as DIME methodology.

INTRODUCTION

https://cobwebs.com/request-a-demo/
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Types of Digital Footprints

Utilization of Digital Footprints

Passive digital footprints are created unintentionally by threat actors when visiting or 
interacting with websites. They can give investigators, or analysts valuable information 
found in weblogs of IP address visits, ISP information, and even the approximate location 
where a threat actor was. Search engine logs contain search history, which is especially 
relevant in cases of school shootings, terrorist attacks, and planning major crimes. Social 
media provide a treasure trove of information when analyzing media where threat actors 
are mentioned or tagged. Metadata can also provide information regarding e.g., photos or 
other multimedia content for identifying a threat actor.

• Intelligence gathering – Collecting information about threat actors from their digital 
footprints is important for de-anonymizing threat actors, such as identifying their 
characteristics, learning about their track records, locations and other parameters.

• Threat modeling –  Insight into the digital footprints of threat actors allows for 
estimating the threat level they pose, such as a pending terror attack, school shooting, 
or cyberattack. 

• Vulnerability modeling – Understanding the digital footprints of persons of interest 
gives insight into the attack vectors they use.

Active digital footprints are created purposefully, in other words, the person in question 
is aware that he or she leaves a digital trail when posting or commenting on social media, 
publishing a blog post or article online, or sharing online content with other social media 
users. Even likes and using emojis online leave a telling digital trace, similar to  
passive footprints. 

Threat actors’ digital footprints are limited to a single person of interest and include passive 
and active digital footprints left on websites, social media, blog posts, online forums and 
message boards, and in general on the publicly-accessible surface, deep and dark web.

Organizational digital footprints encompass all members of an organization or all 
employees of a company. Apart from the sources mentioned above, they also include 
digital traces on servers, websites, applications, etc. 

There are several types of digital footprints:

i. Passive digital footprints

Digital footprints are an important tool for:

ii. Active digital footprints

iii. Threat actors’ digital footprints

iv. Organizational digital footprints 

How to De-anonymize Threat Actors Quickly and Efficiently
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Different Devices Make Different Digital Footprints

Abusing the Digital Footprints of Targets

Not all digital footprints are the same. When we visit a website, we leave a digital trace in 
the browser history, website cookies, the website’s metatext, IP location, etc. Since these 
types of data are publicly-accessible, they can give Investigators valuable information about 
a threat actor. Digital footprints on social media are different since it entails traces left on 
posts and other media shares, and used emojis that can be viewed by other users and are 
therefore in the public domain. 

Investigators and analysts can use this data to build or reconstruct a profile to understand 
the person of interest, his or her motives, and intentions. These could deliver crucial 
information to solve or prevent a major crime. 

Not all digital footprints are the same. When we visit a website, we leave a digital trace in 
the browser history, website cookies, the website’s metatext, IP location, etc. Since these 
types of data are publicly-accessible, they can give investigators valuable information 
about a threat actor. Digital footprints on social media are different since it entails traces 
left on posts and other media shares, and used emojis that can be viewed by other users 
and are therefore in the public domain. Investigators and analysts can use this data to 
build or reconstruct a profile to understand the person of interest, his or her motives, and 
intentions. These could deliver crucial information to solve or prevent a major crime. 

MALICIOUS USE OF DIGITAL FOOTPRINTS 
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Using Digital Footprints to Remain Obfuscated

Threat actors obfuscate their digital footprints to remain anonymous. Especially when 
engaged in cybercrime, threat actors manipulate their digital footprints to avoid detection 
by investigators. The most common practice is to use a VPN that encrypts all the data 
transmitted over all web layers, using false identities when communicating on social 
media platforms and message boards, and using a TOR browser when accessing the dark 
web. Hackers are also known to create a fake web profile and relating digital footprints to 
target victims in e.g., a phishing attack. As a result, their digital footprints are very hard for 
analysts and investigators to trace. 

DIME - Discovering, Inventory, Monitoring, Enforcement

Practical Security Tools

DIME is a powerful way of utilizing digital footprints for de-anonymizing threat actors on 
the one hand, and to strengthen the cybersecurity of an organization on the other hand. 
The DIME approach consists of the following steps:

• Discovering - The continuous search for and detection of all of the unknown digital 
footprints and assets of a person or organization of interest. This includes indexing of 
their digital footprint, including domains, servers, etc. 

• Inventory – Creating and maintaining an inventory (list) to stay up-to-date with the 
digital footprints for insights and follow-up.

• Monitoring – Once discovery and inventory are in place, monitoring can commence.

• Enforcement – Using certain APIs or other tools to avoid the exploitation of  
digital footprints. 

WEBINT tools, such as the WEBINT platform of Cobwebs, help to address the issue of 
cybercrime and security. Investigators give cybercrime prevention a high priority, but that 
entails facing old and new challenges to keep up with threat actors. 

With the wide-spread use of social media and the deep and dark web by threat actors to 
plan and execute their illegal activities, these agencies need to stay within budget while 
improving their crime-solving and prevention rate. A major bottleneck is the massive 
amount of web data that needs to be generated, processed, and analyzed in a timely 
manner.

DIGITAL FOOTPRINTS FORENSICS
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As mentioned above, for intelligence gathering, investigators, national security and 
other speicalists collect information about threat actors from their digital footprints. 
A WEBINT platform is able to de-anonymizing threat actors by tracing their digital 
footprints to identify their faces from e.g., photos posted on social media, to learn about 
their purchase history based on posted product reviews or web browsing history, their 
location based on social media , IP addresses, and other publicly-accessible web data 
on the surface, deep, and dark web. The presented results help the agencies with their 
investigations and crime prevention.

As mentioned above, for intelligence gathering, investigators, national security and 
other speicalists collect information about threat actors from their digital footprints. 
A WEBINT platform is able to de-anonymizing threat actors by tracing their digital 
footprints to identify their faces from e.g., photos posted on social media, to learn about 
their purchase history based on posted product reviews or web browsing history, their 
location based on social media , IP addresses, and other publicly-accessible web data 
on the surface, deep, and dark web. The presented results help the agencies with their 
investigations and crime prevention.

Digital Footprints for Intelligence Gathering

Compliance

Security agencies and intelligence speicalists are turning to WEBINT tools that use AI, 
ML, and NLP algorithms to collect, process, and analyze big data relating to persons and 
groups of interest. Such WEBINT tools can de-anonymize threat actors by pinpointing 
their geo-locations; identify their fellow conspirators, associates, and affiliates; map 
their own and affiliated networks that they are part of, and get insight into their 
motives by analyzing their posted content in real-time. Since this data is collected from 
publicly accessible sources on the surface web, deep web, and dark web, it complies with 
applicable privacy and data protection regulations. 

The results help investigators and analysts to identify distinct crime patterns, pinpointing 
different locations that are connected to a specific person of interest, cybercrime gang, or 
cybercrime activity. These insights can be used to prevent the next major crime or stop the 
activities of crime syndicates.

https://cobwebs.com/request-a-demo/


8
How to De-anonymize Threat Actors Quickly and Efficiently

Request a Demo

HEADLINE

USING DIGITAL FOOTPRINTS  
IN WEB INVESTIGATIONS

Threat actors are using social media, mobile apps, and the dark web for their illegal 
activities. They use these platforms to conduct their operations with minimal visibility. Since 
even the smartest threat actors leave their digital footprints behind, these can be used to 
identify those threat actors by analyzing the technical details of their electronic activity, 
behavior, and cyber information such as IP addresses, time-stamps, device indicators,  
and more.

These digital footprints are crucial for cyber investigations, but with the seemingly never-
ending mountain of intelligence, digital forensic investigators need the proper tools and 
solutions to navigate the increasingly complex levels of data. However, enterprises, as 
well as government agencies, often have to conduct web investigations manually, which 
is tedious and time-consuming.  Especially to get insight into their digital footprints, Web 
Intelligence (WEBINT) has become a crucial part of Intelligence methodologies and security 
management. 

The WEBINT platform of Cobwebs allows for deep, automated web investigations using 
AI and smart algorithms. This way, critical, intelligent insights are easily and efficiently 
extracted from the digital footprints left by threat actors on the social media, surface & 
deep web data sources that are publicly-accessible. Investigators and analysts will get 
unmatched situational awareness with real-time intelligent insights generated via online 
content monitoring.

De-anonymizing Web Browsing Data with Social Networks

“We show - theoretically, via simulation, and through experiments on real user 
data - that de-identified (anonymous) web-browsing histories can be linked to 
social media profiles using only publicly available data.”

Research Team of Stanford and Princeton Universities

Collection 

Web Intelligence (WEBINT) tools are used for reliable harvesting of mass web data. The 
advanced web crawling mechanics allow for identifying keywords on the surface, deep, 
and dark web. Based on the keywords, the WEBINT tools are able to collect as much data 
as needed for conducting a comprehensive investigation. Any trace of data that contains 
the keyword entered in the search, will be analyzed and processed in the shortest 
possible time while also being reported to the WEBINT platform user in real-time.

The AI-Powered WEBINT platform of Cobwebs is designed for:

https://cobwebs.com/request-a-demo/
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Processing

WEBINT is fast when it comes to data harvesting while remaining completely 
autonomous. Once the parameters are set and all instructions are in place, the 
processing becomes completely automatic. Only when human attention is needed, the 
WEBINT platform will notify the user to that effect. This enables security and intelligence 
speicalist to allocate their time to other tasks.

The AI algorithms will analyze all collected web data, including textual, audio, and video 
data. This makes searching and identifying possible threat actors easier than ever before 
since all kinds of communications are addressed by the AI algorithms. The collected data, 
in many different data formats, is analyzed quickly and efficiently, and the results are 
available in real-time.

Once a threat actor is identified, it is necessary to track his or her next move and 
communication channels. The dark web offers many obfuscated communication 
channels and losing sight of a threat actor is a real possibility. The WEBINT platform is 
capable of tracking down even the most sophisticated threat actors as long as it can 
access their communication channels. This real-time monitoring allows for timely alerts 
that inform security, crime and intelligence experts about possible threats that need to 
be investigated, allowing these agencies to be proactive. 

Analysis

Monitoring

https://cobwebs.com/request-a-demo/
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AI – AN ESSENTIAL DISCOVERY TOOL

Part of any investigation is collecting and processing the millions of data points and 
indicators to de-anonymize threat actors. Since it is almost impossible for human 
investigators and analysts to effectively identify threats and process them in time, they 
are turning more and more to AI analytics methods. AI Tools are capable of automated 
critical thinking, leveraging math and statistics, and analytical reasoning to connect 
and analyze data points for detecting patterns, quantifying events, and calculating risk 
levels for follow-up. For example, geospatial data points can detect relations between 
seemingly unrelated location-based data points.

One of the features of a WEBINT platform is its ability to map the digital footprint 
activities and locations of threat actors for insight and follow-up. The AI-Powered 
platform of Cobwebs enables users to identify connections between data points across 
different geographies, and generate insights to predict potential threats.

Using AI for connecting and Analyzing the Data Points

Mapping Digital Footprint Activities and Locations

Images Labels Timeline Alerts (41) Degree Connectivity1 Cluster 1234 1233

LAYOUTS
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To identify threat actors who are hiding in anonymity, WEBINT is a powerful way of 
unveiling their profile. First, the algorithms identify an anonymous profile using search 
query terms. Digital fingerprints relating to that profile are then extracted from social 
media and surface, deep and dark web sources that are publicly-accessible. After analyzing 
the generated data, the profile is reconstructed, thus de-anonymizing it. This is a powerful 
way of identifying threat actors, categorizing them, and determining their threat level. For 
example, government-sponsored threat actors, who are supported by the authorities 
of a certain country and have substantial resources at their disposal, are prone to attack 
institutions or large and well-known companies of other countries. 

These attacks are extremely difficult to notice, but monitoring digital footprints help once 
the profiles are de-anonymized. De-anonymizing the profiles of threat actors who are a 
part of organized crime using WEBINT, gives insight into crime syndicates that engage in 
cyberattacks, human trafficking, drug and weapons trade, etc. WEBINT can also help with 
identifying hacktivists, who are driven by a political, cultural, or environmental agenda to 
commit criminal acts and de-anonymizing threat actors within an organization.

DE-ANONYMIZING PROFILES WITH WEBINT

WEBINT and De-Anonymizing Profiles

“With our platform, links from across the surface, deep, and dark web are rebuilt, 
identifying multiple connections simultaneously. The digital footprints of a target 
ID are de-anonymized to reconstruct the threat actor’s profile.”

Udi Levy | CEO of Cobwebs Technologies

Web sources contain a treasure trove of information about threat actors’. When 
investigating persons of interest, reconstructing their web profiles is a powerful way for de-
anonymizing those threat actors by following their digital footprints. 

The WEBINT algorithms are able to detect, extract, analyze, and combine that web data to 
identify not only these persons of interest, but also their links to other threat actors and 
networks, and their involvement in criminal activities. 

RECONSTRUCTING WEB PROFILES

https://cobwebs.com/request-a-demo/
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ABOUT COBWEBS

Cobwebs Technologies brings extensive years of vast experience in the global intelligence 
market. The company team is comprised of an experienced group of individuals 
from military and intelligence agencies, along with high-tech expertise. Our extensive 
background in web intelligence, gained through years of active participation in field-specific 
projects, allowed us to identify the lack of adequate intelligence solutions coping with 
current technological challenges. We offer innovative, cutting-edge systems to national 
security agencies and private sectors, as our solutions pinpoint web relations, criminal 
activities, and terrorist threats with the click of a button. 

Working with clients worldwide, Cobwebs assists them with investigations and analysis of 
targeted data with a range of products, from robust, end-to-end solutions, to professional 
services and detailed analyst reports. 

www.cobwebs.com info@cobwebs.com
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